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EXECUTIVE SUMMARY

The following document provides instructions on registering the SafeWord hardware token. It
also includes instructions on assigning a PIN (Personal Identification Number), and testing and
re-syncing of the SafeWord hardware token. Please note that US Army NETCOM/9™ Army
Signal Command will be responsible for distributing hardware tokens to users.

Secure Computing is a manufacturer of strong authentication products such as SafeWord
hardware tokens and SafeWord RemoteAccess software for remote access authentication.
SafeWord hardware tokes are used to generate one-time pass codes. The pass code in addition to
a user specified PIN is used as a password for remote access authentication. Use of tokens and
PINs are a very secure solution for remote access since the pass code and PIN combination
changes each time the user tries to authenticate.

This implementation of token technology is for use with a Limited User Test (LUT) of a
Commercial ISP (Internet Service Provider). An Army remote user’s user id, token generated
pass code, and user specified PIN would be used for both ISP and VPN (Virtual Private
Network) authentication.
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1.0 INTRODUCTION

The following document provides instructions on registering the SafeWord hardware token. It
also includes instructions on assigning a PIN, testing and re-syncing of the SafeWord hardware
token. Please note that US Army NETCOM/9™ Army Signal Command will be responsible for

distributing hardware tokens to users.

This implementation of token technology is for use with a Limited User Test of a Commercial
ISP. An Army remote user’s user id, token generated pass code, and user specified PIN would
be used for both ISP and VPN authentication.

Execution of the following instructions requires a reliable Internet access to the SafeWord user
center website utilizing Internet Explorer 6.0. Please note that these instructions only need to be
done once when a user first receives a new SafeWord hardware token, and prior to establishing a
secure remote access connection.

2.0 REGISTERING SAFEWORD HARDWARE TOKEN

Step 1: Open Internet Explorer and type in the following address in the address bar,
hitps://138.27.215.144:8443/usercenter and hit the ‘Enter’ key on your keyboard.

“JUS Army Network Enterprise Technology Convmand, 9th Army Signal Command - Microsoft Internet Explorer

File Edt View Favorites Tools Help
wBak + = - @ ) A Qoeach EFavorkes Prede P - I ~ g

Agdress ﬁ https://138.27.215. 144:8443/userceriter

Gocgle~ | | @psearchweb « @D | PRuk Dhaspioced -
I catisoar | cowrewrs | peseremces |
U.5. ARMY NETWORK ENTERPR!
91TH ARMY :!r:'llr
ORGCANI ZATIONS PUBLICATIONS & FORMS APPLICATIONS TRAINING BRIEFINGS DIRECTORIES
[EVENTS|NOTICES] Force Protection Condition: Alpha + SEARCH
PRESENTATIONS 0800, 22 ime [seLecT
UGGESTION
: — Access | Decals Brief | Evacuation | FP Directive Security Warn
RECENT ADDITIONS
s FY04 & Beyond Prevention of Sexual Harassment (POSH) Annual Training = Army Knowled(
Manning Guidence | pequirements —
) :ﬂ";:::'c"mg ~‘-sIl NETCOM eh@bl:: employees must complete theirr FY 04 annual POSH 3 ulnrm.ﬁnnl e
. FY86 Molid refresher traming byl 30 September. Eligible employees are all Government Officer/G-6
Observances service employees (GS, GG, SES, wage grade), as well as military employees | » HETCOMSth AS
« Army's e-Learning | supervising civilian employees Thus traiming 1s optional for contractors. Military “mﬁm
Progrem employees who do not superwise civilians must take this traming through their :hu wm
" z‘:ﬂ:‘:‘ﬂ - s; a:}lnr.-mg Equal Qpi om;}r:;y (ﬂ'iO_j office. Military em}:llag; es supervising : ,-_D,m? vt
veTcomsupitto | Cans e reqird o ke ths vanng drongh S Eployment | commangs
« ] ;I_I
£ Lo F D18 1@ Internat Y
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Step 2: The following ‘Security Alert’ message should appear. Click ‘Yes’ to proceed.

Security Alert s ﬂ

1\ Information you exchange with this site cannot be viewed or
changed by others. However, there is a problem with the site's
secunty certificate.

The security certificate was issued by a company you have
not chosen to tust. View the certificate to determine whether
you want to trust the certifying authority.

o The security cerlificate date is valid

The name on the security certificate is invalid ar does not
match the name of the site

Do you want to proceed?
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Step 3: The following web site should appear:
[ Welcone ba Saleword - Microselt Internet Explores o I _[g]x]

Be fdt Vew Favorkes Tocks Help =
Bk - = - (@ 3] A Qoewch SiFavortes Pheda P I I = (o]
Aderess [ @] bttps:i/138,27 215.144:849 3fussrcanter/toc. f5p x| PG Lk ™
Google- | >| Ghsewchwed - | §5 | P9t Dhasbioced ] wdoptions

=]

SAFEWORD

User Center

« Re-sync Token

o Enroll Token

« Change PIN

o Test Token
- — -~ - - . - - SO - R P [P, S— :—I
i Dore [ [ tntemet 4
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Step 4: Click on ‘Enroll Token’.

3W+-l||r||u'r|i SaleWord - Microsolt Internet Explorer = ‘M
Go GR Mo Fgertss ook e a
vaBack ~ = - @ [ A Qsescch EjFfevorkes PMedia P T D = o
Address @] https: /138,27, 215, 144 8443 usercentes toc. jsp | @60 ks *
Go gie~ | | Mseachwer - | g | PRk Thes blocked Faward | Wdopros 2 R
=l
1’, .‘ .'ll E ‘4
Pa A ¥
- i~ 3
, s
X'
User Center
o Re-sync Token
apEnroli Token
o Change PIN
o Test Token
. .
2 Dore T[S @ 1ntermet 4
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Step 5: The following web page should appear. Your User Name is your last name followed
by your first initial of your first name. For example if your name were John Doe, your
username would be doej. Your token serial number is printed on the back of your hardware
token and starts with the letter ‘c’. Type in both your user name and token serial number in the
designated fields shown and click the ‘Submit’ button.

Ttnrolt Token - Microsolt Internet Explorer i T =]} x!
Bl Edt Vew Fporkes ook Heb 3
Bk + = - @ 3] A | Dsewch GlFeworkes Pieda P 35 O = 5 ,
Agdress im hetpe: f138.27. 21 5. 1948443 userconter fcontents  assoc. 1sp ;l IQG“ Lirtks ”_
Coogie~ | =] Mpseschweb - | @ | TR Dhaghinded ]cort | Woptions S |
; =]

7 SAFEWORD
vl
. ¥

N

Enroll Token
User Name: {doe
Token Serlal Numbear:  [oxX0&XX

The token serial number is located on the back of the token, as
indicated below.

N
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Step 6: If the requested information was not typed in correctly, the following web page will
appear. If so, click on the ‘Go back to the User Center home page’ link and go to Step 3 of this
section. If this error web page does not appear, go on to Step 7.

'3Hmn_l-:w_:ulu(usmuH.:nfc-W(lr'd--‘-‘ilr.ltlsu!lI|'|ternettkpluret __ 11 T I ;@ﬂ

He Edt Vew Favorkes Toos Help |+ |

ook ~ = - @ [ 4} Qsearch [GiFevortes Fvede P By D = 5

Address [@] hitps://138.27.215.144:8443]usercenter/contents/submit. isp > @60 | Links

Google~ | =] GRsearchweb ~ | g3 | PP Dhastioded folauiori | Wdoptions 2 '
2l

| SAFEWORD

Unable to complete the request: Unable to update
user record.

G.Qj,aEE_IQ_Ih?:!J_S_!?‘_'_'_QEGLE_E_hgmé_ page
.

i@Done L8 @ internet
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Step 7: The following web page should appear if you typed in your user name and token serial
number correctly. Click on the ‘Go back to the User Center home page’ link.

3 Thank you for using SaleWord - Microsoft Internet Explorer - _U__X
Fle Edit View Fgvorites Tools Help -
w=Back + = - (i 4] N Dsearch [§Favorites QMeda ‘ RSN N BE .
. Address 18] hetps: /138,27 215.144:8443 usercenter/cankentsfsubmit isp vl @6 |tinks »|
' Go g~ | | @hsearchweb ~ | g3 | PRk Dheshioded f]iurl | @loptions
=l
Successfully enrolled token
Test Token

Go backgo the User Center home page

f’,‘ip ) page
- |18 @ meeret 4

Step 8: Go on to Section 3.0 for assigning a PIN to your token.

3.0 ASSIGNING A PIN TO SAFEWORD HARDWARE TOKEN

After completing section 2.0, your token should be registered. Please follow the following
instructions for assigning a PIN to your token. Please note that the following steps are
MANDATORY to ensure better security of your hardware token.
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Stepl: After completing section 2.0, you should have the following web page up. If not, open

Internet Explorer, and type in htips://138.27.215.144:8443/usercenter in the address bar and hit
‘Enter’.

FWelcome to SafeWord - Microsolt Intemet Exploter 3 .
He ER Yew Fgortes Toos Hep =3
wbxk » = - @[] A Qseoch [Sjfovortes Fheds P 55 D o (5] {
‘mm ) ttos://138.27.215. 14418443 usercerterfto. jsp x| P (Lﬂ‘s ‘!
Googe- | =l Ghsevrwes - | @ | P Siestioced (] wopters £

=

I SAFEWORD

v
A

User Center
« Re-sync Token
» Enroll Token
» Change PIN
o TestToken
i Done 778 [P intemet 4
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Step 2: Click on the ‘Change PIN’ link as shown:

) Welcome to SaleWord - Microsolt Internet Explorer

Fie Edit View Fgvorites Tools Help

dadack » = - (@ ) | Qsewch Favortes GMeds P 2 J =T S
Agdress |ﬂ httos://138.27. 215, 1448443/ usercenter/toc. isp

Gougle - | ~| ehsexchweb - | @B | PHREK Dhae blocked 1] wdoptions

| SAFEWORD

Ll

S A
-

User Center
+ Re-sync Token
« Enroll Token
_AChange PIN

”

« Test Token

1D @ reermet

S

FOR OFFICIAL USE ONLY
9



NETC-EST-E04031

Step 3: The following web page should appear. Enter your token serial number located on the
back of your hardware token that starts with the letter ‘c’ in the ‘Token Serial Number’ field.
Remove the protective sticker that reads ‘REMOVE’ on the front of the token. Generate a token
pass code by pressing the gray button on the front of the hardware token. Type in the entire pass
code in the ‘Token Passcode’ filed with the letters in lower case. Enter a new four digit PIN in
the ‘New Token PIN’ filed. (Please memorize your PIN, you will need this every time you
use the hardware token for authentication.) Click the ‘Submit’ button.

3‘_|-ulu.|'_' PIN - Microsoft lternet Explores . - Slg! x[

Ble Tdt  Yew Fgvortes Took Help -
Back » = - (@ 1) 4 Qseach GjFavortes Frede P - S W - F
Address |.€] hetps: [/ 138.27.215, 144:B443 Jusercenter fcontents fchange him _’_I @G0 I'-"“ *
Google - | | Broseschweb - g)  PwRak Dheghiocked fE]aucFt | ¥ jOptions
Change PIN
In order to change an existing PIN, you must append it to your token passcode

Token Serial Number:  [cX000

Token Passcode:

fincluding PIN, If assigned)

New Token PIN: =
T e s e - [ e _j
] Done 12 (@ Unernet 4
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Step 4: If the requested information was not typed in correctly, the following web page will
appear. If so, click on the ‘Go back to the User Center home page’ link and go to Step 2 of this
section. If this error message does not appear, go on to step 5.

'all':n_nl-:_y:t_n_.]_f_ur_ usn!:__|_&.'|h-Wnrd Microsoft Intermnet Explorer glll | ) =lglx|
Be Edt Yew Favorkes Joos beb =
wbeck + = - @ (2] | Qsearch [aiFavorkes Gvede P 5H- I W - 5
Address |'J le-;’)’léia..z-‘..é.ls.!4-.t:8443fusnrcent.t;r;‘cnrﬂents!s«.ﬂnrnlt'.159 . — :] @Go .!.inks »
Google~ | ~| @searchweb « | gB | Pah Dhasbiocked o wloptions

|

L) SAFEWORD
S Wl

| : o>

Invalid inputs in text fields.

Go back toghe User Center home page

-~

wLe

e HRE T
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Step S: If the requested information was typed in correctly, the following web page should
appear. Click on the ‘Go back to the User Center home page’.

3 Thank you for using SafeWord - Microsoft Internet Explorer
Fle Edt WVew Favorites Tools Hslp
sback - = - @[3 | Qsearch GiFovorkes Peda P | 5 D @ - 5

Address I‘] https:[1138,27,215. 144: 8443 usercenter fcontents/submit. jsp :J (>GG Links *
Google~ | =]l @seachweb ~ | B | PP Dhastiocked fE)4 wdogtions @
2l
Successfully changed PIN
Test Token
Go back to the User Center home page

-

/&) hetp:fjwww securecomputing.comf | |8 @ ntemet

Step 6: Go to Section 4.
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4.0 TEST TOKEN

After completing sections 2.0 and 3.0, your token and associated PIN will be registered. Please
follow the following instruction to test authenticating with a generated token pass code and
newly assigned PIN.

Step 1: After completing section 3.0, you should be at the following web page. If not, open
Internet Explorer, and type in htips://138.27.215.144:8443/usercenter in the address bar and hit
the ‘Enter’ key on your keyboard. Click on the ‘Test Token’ link.

3\!4-11 otne to SafeWard - Mcrosoll Intemet Explorer = ;@é‘
Blo Edt Vew Favortes Toos Help [+ |

Bk v = - QD A Qoewch GFavorkes Fveda P 5y D oF H |
Address |ﬂ https:§f136.27.215.144:8443/usercenter/toc.jsp :l KOG“ i"“ ”|
Google~ | v| fhsearchwes - | @0 | PERek Dhighicced 1) Wjoptions @

; 2]

_| SAFEWORD

v
\
%

User Center

« Re-sync Token

« Enroll Token

« Change PIN

_ ¥ Test Token
f |
£ Done [ [ [ ikemet 4
FOR OFFICIAL USE ONLY

13



NETC-EST-E04031

Step 2: The following web page should appear. Enter the token serial number printed on the
back of your token starting with the letter ‘c’ in the ‘Token Serial Number’ field. Generate a
new token pass code by pressing the gray button on the front of the token. Enter the pass code
followed by your PIN into the “Token Passcode’ field. Click the ‘Submit’ button.

B st Token - Micrasolt Intermet Explores 1 B =l§l xl

Bl £k View Fgvorites Jooks Heip -

whek « = - Y f) 4Y | Disewch GiFevorites Fvede F - S W - 5

Address E.l_'__rf_\fr'-:_{-.;."l-ﬁ&’:u:-‘m—f?-144.Eﬁﬂ.f‘-m-r:n-n:c-r.-':-r«urek:s.n:n. - ] Pe s ®

Goge- | ]| sowchwab - | ©) | PPt Busbioded Frniri | Fopons # |
=l

| SAFEWORD

T

Test Token
if you have an assigned PIN, append it to your token passcode.

Token Serial Numbar:  [cX000X

Token Passcode:
fincluding PIN, If assignad)

*r Submit I
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Step 3: If the information was not correctly typed in, the following error web page should
appear. If so, click on the ‘Go back to the User Center home page’ link, then click on the ‘Test
Token’ link, and go to Step 5 of this section. If this error web page does not appear, go to Step 4.

2} Thank you for using SafeWord - Microsolt Internet Explorer i 1 | M
Be G& Yew Foortes Dok Hob | |
Sdack » = - @ [ | Qsearch [ajFavores Pheda P - I W - 5 |
Address I‘]httpstHlS&Z?.:IS.‘.44:m#stuwcenterfcmtentsfsubmr,:SD ] ﬂ (;’Go Links »
Google- | <] hseachweb - | @ | PP Drustioded {2 | Wdopos & '
=l
| SAFEWORD
R A
R 3
Unable to complete the request: Authentication
Failed
Goglﬁ.&he User Center home page
S
=l
) http:/www . securecomputing. com/ ] 18 @ internet A
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Step 4: If the requested information was typed in correctly, the following web page should
appear.

3 Thank you for using SaleWord - Microsoft Internet Explorer - _.,_,lgjjj
Fle Edit View Favorites Tools Hep .|-
wBack » = - @ 1) 3 DQsearch SiFavortes Preda P 5 D W - 5 . |
Address |@) https://138.27.215.144:8443/usercentar [contents/submit. jsp ~| @60 |Links dl
Googe~ | ~| @hsearchweb « | g | ook Dhagblocked #joptions

=

Successfully tested token
Go back to the User Center home page

=

& Done | |15 @ wtemet

5.0 RE-SYNCING SAFEWORD HARDWARE TOKEN

The Safeword hardware token normally stays in-sync with the Safeword Remote Access server.
However, if a user generates many pass codes without using them to authenticate, the Safeword
Remote Access server will loose sync with the Safeword hardware token. If this occurs, the
hardware token may need to be re-synced with the Safeword Remote Access server. Follow the
following steps to re-sync your hardware token, if needed.
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Step 1: Open Internet Explorer, and type in https://138.27.215.144:8443/usercenter in the
address bar and hit the ‘Enter’ key on your keyboard. The following web page will appear.
Click on the ‘Re-sync’ Token link.

:'ﬂt'hmm'Iul",..ﬂl'“’llu'l Microsolt Tnternet Explores Lol x
[le (ot Yew Favorkes Toos Help -‘ﬁ
Bk » = - D 2] A Qoeach [ajfavores Precs P B G =F H |
M&m{‘]hnns 11138,27 215, 144 8443 {usercenter toc. j5p :i 6o '-mnl
Google~ | w| Wseachweb - | @B | ParBah Dhig blocked ] woptons @
2
1 SAFEWORD
User Center
‘_,Re-sync Token
2 a « Enroll Token
» Change PIN
« Test Token
_ =
?ﬂm { i 5 |.m P
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Step 2: The following web page should appear. Enter the token serial number printed on the
back of your token starting with the letter ‘c’ into the ‘Token Serial Number’ field. Generate a
new token pass code by pressing the gray button on the front of the token. Enter the pass code
followed by your PIN into the ‘Token Passcodes 1:” field. Do the same for ‘Token Passcodes
2:* field. Click the ‘Submit’ button.

Fte-sync Tuken Microsolt Internet Enplorer _ -, . _‘M_Ex_l
He Edt Yew Fgwrtes Iock Heb [ ]
Btk » = - (D ] A Qoewch (EFovorkes PMede P 0N W - =
Addrass @] hetps:[/138,27.215.144:8443 usercarter contents fresyme.hem j &G0 | Links *
Googie~ | =] Brseachwet - | gD | PR Dhigniocked Tl Boptens  #

=

| SAFEWORD

Re-sync Token
in order to re-sync your token, you must enter your token serial number and two consecutive token passcodes below.

Token Serial Mumbaer:  [eX00X

1

Token Passcodes:
(including PIN, it assigned) T [rrreweeees

N

I*JO“ ! i 15 I.'I'”".'In't )

FOR OFFICIAL USE ONLY
18



NETC-EST-E04031

Step 3: If the information was net correctly typed in, the following error web page should
appear. If so, click on the ‘Go back to the User Center home page’ link, then click on the ‘Test
Token’ link, and go to Step 1 of this section. If this error message does not appear, go to Step 4.

aWr-lru_;nu-ln SaleWard - Microsolt Internet Explorer L E _ Pl NS, - =_I_g|il
B W Gt Sk i __ =
Back - D ) 8 Qsearch [aiFevortes @vede P | BN S W -
WI.] https:/[138.27.215. 144:8443jusercanter/contants/resync. isp i j PGO tLrlks »
Google - | v| Gsearchweb « | gD | TaRek Dhisblocked fE)atori | Wjoptions
2
| SAFEWORD
v
& A,
Go back to the User Center home page
. Unable to complete the request:
Authentication Failed
_ ) =
&) [ [ 5 [@ mntermet 4
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Step 4: If the requested information was typed in correctly, the following web page should
appear.

F welcome to SafeWord - Microsolt Internet Explorer _ o 10| x|

.Eie Edk VYiew Favorkes Tools ti:b ~ il
ek - - @ @) 2| Qowrcr Girovores Grede 3| B B - 3

| Addrass [ijm:ps.mse.z;'.zzé.:+-e.-a443,»usmam}/:omemsnmn.:,;sp - _ | @60 | Links »

Google~ | =] Erseachwer ~ | gD | Pt Dhagblocked autoril | Woptons S

2l

| SAFEWORD

v i T A

- £y
"ﬂ & " L -

Go back to the User Center home page

- Your token is now in sync.

wile

&) Dore |15 @ nternet

Step 5: Done

6.0 CONCLUSION

Should any user have questions concerning these instructions or the Safeword hardware token,
please contact Mr. Randy R. Sookoo at the NETCOM/9™ Army Signal Command, Operational
Engineering Directorate (OED), Enterprise Network Division (NETC-EST-EN), at
randy.sookoo@netcom.army.mil or, (520) 533-5630 (Commercial), (312) 821-5630 (DSN).
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